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WHO SHOULD ATTEND ? ‘ DARKRELAY

» Senior Penetration Testers

« Senior Security Engineers SECURE SOFTWARE

» Senior Web Developers

 Senior Security Researchers DEVE LOPM ENT

» Security Architects
- Engineering Managers PROFESSIONAL
* Directors
» Software Architects
For more information
Visit:
Email: training@darkrelay.com


http://www.darkrelay.com/

Threat Modelling

* Microsoft Threat Model
+ Case Study: SIMS
+ SIMS Threat Modelling

3rd Party Component Analysis

* Introduction to 3rd party assessment
+ Case Study: SIMS

* SIMS 3rd party Component Analysis

Risk Assessment

* Introduction to Risk Assessment
+ Case Study: SIMS

+ SIMS Risk Management

Penetration Testing

» Lab Setup
* [Introduction to Kali Linux
e Linux Commands




Web Application Scanning (DAST)

« OWASP ZAP
* Burp Suite Pro

Static Application Security Testing
(SAST)

XSS

Input Validation

SQL Injection

OS Command Injection
File Inclusion

Buffer Overflow

Thick Client Penetration Testing

Introduction and Methodology
Attack Surface Analysis

DLL Hijacking

EXE Hijacking

Buffer Overflow

Information Leakage

IFEO

Registry Attacks




Post Exploitation

« Autoroute
* Pivoting
« Lateral Movement

Tunneling & Port Forward

e Local Port Forward
* Remote Port Forward
« Dynamic Port Forward

Penetration Testing Labs
* Vuln Hub
+ Build your lab

Report Generation

* Maintaining Notes

* Creating Report Templates
* Generating Reports
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OUR TRAININGS

* Practical Penetration Testing

« Attacking Web Applications

» Fuzzing & Exploit Development
* Red Teaming

« Software Development Security
« Ethical Hacking

» Advanced Penetration Testing

* Vulnerability Assessment

* Malware Analysis

* Cloud Security

SECURE SOFTWARE
DEVELOPMENT
PROFESSIONAL

For more information
Visit:
Email: training@darkrelay.com


http://www.darkrelay.com/

